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Presentation Objectives

« Methodology for conducting a specific H>TE>UC Safety Risk
Mitigation (SRM) project/ task

* Excel SRM tool to perform and document a specific SRM
project/ task

= Consolidated Barrier Strength Value (CBSV) methodology for
deriving the Risk Index of a given Event or Consequence
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SRM Methodology - Module Outline

1. Your SRM Toolbox

Operational context of a SRM Project

3. Ascertain Hazard’s viability for SRM action
Three approaches to identify H>UE>C threads

4. Project Unsafe-Event / Consequence

Risk Mitigation - Hazard > Unsafe-Event

5 |dentify Existing PCs (E-PC) [H>UE]

6. |dentify Escalation Factors (EF) [EF>PC]

7. Identify Escalation Controls (EC) [EC>EF>PC]

8

9

N

Assess Existing Risk Index of Unsafe-Event
: |dentify New Preventive Controls (N-PC) [H>UE]
10. Identify Escalation Factors (EF) [EF>N-PC]
11. Identify Escalation Controls (EC) [EC>EF>N-PC]
12.  Assess Resultant Risk Index of Unsafe-Event
Risk Mitigation - Unsafe-Event > Consequence
CBSV Methodology to assess Likelihood Value
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Section B:
SRM methodology
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1. Your SRM Toolbox
Why you need an SRM Toolbox

. SRM is a systematic process to account for adequacy of
defences for each specific H>UE>C scenario

. Step-by-step procedure required to ensure consistency and
validity of your SRM process

. Customized and pre-established SRM tooling required to
guide and document each SRM task

- Procedure required for approval of completed SRM report
as well as SRM project initiation
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SRM Tooling options

« SRM Excel Worksheet (as addressed in this
module)

= Bow-Tie SRM software

New
BowTie
roup: £
Hazard / & . Operational o Consequence
e ] e
preventive Recovery
Measure 1
— — SRR

Recovery
Measure 1

Recovery
Measure 1
1

Top event
9 ste
situation)

a

1

 consequence
3

Escalation [ o
Factor 1
Escalation
Control 1
— 1
eF
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SRM Worksheet (Excel)

sht4 Hazard Identification & Risk Mitigation (HIRM) Worksheet [Safety Assessment] 4 May16
oy
1. OPERATION/ PROCESS: | [Describe the Operation/ Process/ Equil being subject to this HIRM (Safety Assessment) exercise]
Describe the assigned or targetted Hazard. If more than one Hazard, address them under separate HIRM Sheet]
UNSAFE EVENT [UE] | [Describe the projected Unsafe Event. If more than one Unsafe Event, address them under separate HIRM Sheet]
2 ULTIVATE CONSEQUENCE [UC): |_[Describe the projected Ultimate Consequence. If more than one Consequence, address them under separate HIRM Sheet]
B
T 5] a [5] 6 7] & [ o [0l 12 [ 15 J1a] s [16] 7 [1s o] 20 [21]22] 23 [2a [25] 26 | 27 [ 28 [ 25 | 30 [ 31 [ 32 [ 35 | 34 [ 35 [ 36 [ 37 [ 38 [ 39 [a0] a1 | az [ a5 | aa [as [ a6 [ a7 [ s ] @0 [ 50 [51[52[53 [5a] 55 56 [s7] 58 | 5o
Unsafe Event Mitigation (as i
= Existing Pry Controls [E-PC] ] New Preventive Controls [N-PC RI&T Existin, Measu [E-RM] RI& T New Recovery Measures [N-RM] RI& T
S ® = o = = = o s | — =
o g @ s | o g o 3| & © s | o 2 Sls = g
= g s | = = ) £ sl = g s = ) 2 g[8 =) z
= | % H 5|8 5| 2 | E 3 g s [ 3 5|8 5| 2 zo E|E o gl 2 S s
= <3 £ 8 g < s 5 =3 3| £|e £ 8 8 < s 3 @ £ 8 2| 5 5 = 3 zleEgdz|e|alB = | 8|lo|8 £ £ B z
s || & 3 § | = < H 2l z|2| g £ 5| =2 = s 2| 5|2 E |E| 2|28 2|2 5 5 S|3|E|5| £ g E
E | z|2]z Z £ 2 F 8 |Z|8|z| 2|2 H £l 2 E 8 lz |22 o £3 El 8 || E|lEgs|z|9z8 (22|28 |8]| ¢ s |33
3 s |2 € 5 I @ < = zZ|2|g| 2|& = B g e z S |5 2| E = E| 2 e| = = z2| 3 [EgE|E|~85C|EB|E|a|a s s z | 3
£ [ 28] s|.]% 5l 8le|2| & I I I I N HEAEAE = 2 es 28] . |2 Sle|le(2] 2] 2 |"|" k282 5 5|2 SlE| o |F|°
E|&8|2|8|3|38|&|2|8|8| 3 T E|&|2(83|3|3|5|&|E|S EEE|(2|3|383|5|2|B|8| & s = S5 3 g
i la|lad |l bl |s]|lalS]| & & dlad|a|ld|lw|s|lm|a|a]S G & e G| Es|m|sl|la|[S] & - =
— EF>E-  |EC>EF>E- N- E- EF>E- |EC>EF>E- N- EF>N- |EC>EF>N- =
5 E-PC1 - —] RM - 8
= pc1 [pc1 pc1 B T|rma RM1 |RM1 . RM1  [RM1 B2
8w 5 2 g3 g
£ g 22 N- 2353
T s E EF>E-  |ECSEF-F- N- EF>N- [ECSEF>N. ] E EF>E- |ECSEF>E- ot EF>N- [ECSEFSN- e g2
% pc2 P2 |pc2 pc2 pc2  |pc2 S 3 RM2 RM2  [RM2 RM2  |RM2 S5 %
z 8 E- 2 2383
£ £ € EFSE- [ECSEFSE N- EF>N- [ECSEFSN s 2 3 EF>E- |ECSEFSE EF>N- |ECSEFoN S 23
g pcs pcs lpcs pc3 pcs|pcs g2 Rm3 am3_|rmis rm3_|rms 8=
=) E EF>E- |ECoEFSE- EF>N- |ECSEF>N == = EF>E- |ECoEFE- EF>N- [EC>EF>N- ==
pPca pPca pPca pca pca RM4 RM4 _|RM4 RM4 RM4 -
of Existing Preventive Controls [E-PC] of New Preventive Controls [N-PC] of Existing Recovery Measures [E-RM] of New Recovery [N-RM]
E-pCi: N-PCI: ERM1: N-RMI1:
EF>E-PC1: EF>N-PCI: EF>E-RMI1: EF>N-RMI1:
ECSEFSE-PCL: ECSEF>N-PCL: ECSEF>E-RML ECSEF>N-RML:
E-pca: N-PC2: ERM2Z: N-RM2:
EF>EPC2: EF>N-PC2: EF>E-RMZ: EF>N-RM2:
EC>EF>E-PC2: EC>EF>N-PC2: EC>EF>E-RMZ EC>EF>N-RM2:
E-PC3: N-PC3: N-RM3:
EF>E-PC3: EF>N-PC3: : EF>N-RM3:
EC>EF>E-PC3: EC>EF>N-PC3: EC>EF>ERM3 EC>EF>N-RM3:
Epca: N-pCa: ERMa N-RMa:
EF>E-PCa: EF>N-PCa: EF>E-RMA EF>N-RMA4:
EC>EF>E-PCa: EC>EF>N-PCa: EC>EF>ERMA EC>EF>N-RM4:

>>> SRM CBSV Excel Template
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SRM Excel Template_9Mar18_R3.xlsx

Bow-Tie SRM software

T1: Rats
migration into
aircraft cabin

during hangar
maintenance

EF>N-PC1>T1:

m

m

S

S

N-PC1>T1: SOP to
close/ seal cabin
doors from rats
intrusion during
hangar
maintenance

m
=

Occasions

where fuselage
doors cannot
be closed or
has been
removed/
dismantled

EC>EF>N-
PC1>T1: For such
cases, remove or

back off aircraft
maintenance steps
to such doors.

ol

T2: Rats

-

N-PC2>T1:
Periodic rats
infestation
inspection

m
=

Aircraft

m
=

. operations:
Hazard (OPS-
H1-2014) Rats

E-RM1>UC1 Crew
rats sightings
report

N-RM1>UC1 Rats
inspection and
elimination SOP

Top Event:
Rats
presence
within
operational
aircraft ca...

C1{C2|8|C2|

migration into

=

m
=

m
=

N-RM1>UC2 Rats

cabin from

catering trucks

New Barrier

Copyright © 2015 Civil Aviation A

N-PC1>T2:
Catering truck
pest control
program

T3: Rats
migration into
aircraft cabin
from baggage
containers

rity of Singapore. All rights reserved.

N-PC2>T2: Cabin
crew vigilance
against rats

inspection and
elimination SOP

N-PC1>T3:
Baggage
containers
inspection

N-RM1>UC3 Rats
inspection and
elimination SOP

reporting
requirement.
Refer CAR-1

—] UC2: Aircraft/
T equipment
contamination
by rat
droppings/
urine

B1/B1/B1|B1.

—-| UC3: AOG due
to dead rat

SINGAPORE

UC1: Aircraft
systems
malfunction
(AOG) due to

wiring damage
by rats
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BTXP Is a proprietary electronic SRM tool*

Require BTXP training to fully utilise the tool

Good points

- results diagram; click & type; facilitate preliminary brain-
storming; easy navigation, etc

Limitations

- single “Top Event” approach; no specific methodology to
derive Likelihood value for the Risk Index

*CGE Risk Management Solutions
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SRM Worksheet (Excel)

FOC

Minimal training to use Excel spreadsheet
Easy to customise

Feature to derive Likelihood value from CBSV*

Limitations — normal excel spreadsheet
navigation; single H>UE>C SRM task per
worksheet

Possible future electronic version

*CBSV — Currently NAto CAAS SRM procedure
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Your specific SRM Toolbox

* Your SRM Toolbox for this Section is the “HIRM
Wsht_ Basic”

= Qverview of the Excel HIRM Basic Worksheet

>>>1 HIRM Wsht Basic
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1_HIRM_Wsht_Basic_21Jul17.xlsx

2. Operational context of a SRM Project

Define H>US>C in <]‘ C UE H Comp <'| C UE H AlS
your own
operational
context - within <4 C UE H  |Engine < C UE H [CNs
the aviation
system
<4 c UE H  |Aircraft ! c UE H |aTm
v
DMO| H UE c B <] c UE H |ANSP
OPS
AMO| H UE c S am— c UE H |AGA
AN
A Line 1
C UE H C UE H Ground Control
~ Maint ~
1 Hangar A .
C UE H C UE H Ground services
N Maint ~
| Engine A -
C UE H C UE H Fuel Suppliers
N Maint N PP
A Comp A Cargo /
C UE H C UE H
~ Maint ~ DG handling

.

4
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Define Hazard, Unsafe-Event & Consequence within
your organization’s operational context

Hangar MRO

H> ||
f Engine MRO
H> |

Component MRO
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« Appropriate scoping of a H>UE>C thread is necessary to
ensure that existing as well as intended new defenses will
be within the purview and control of your organization.

« EXxception for cross-organization or multi-sector SRM
projects.

Example - Runway Safety Team SRM project involving AGA,
AOC, ANS & AMO service providers

[ H> |us>| |
f Airline
[ H> [us>[ -

Hangar MRO

*
[H> [us> [
f Engine MRO
[H> [us>[ -

Component
MRO
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ldentifying potential SRM tasks
Three approaches to identify individual H>UE>C threads:

~rom a given Hazard (Threat)
~rom a given Unsafe-Event (Top Event)
~rom a given Consequence (Ultimate Consequence

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



Brain-storming for specific H>UE>C threads

.1 From a given Hazard -

- TE1 B

==

LB TE2 —B)

X

J

SRA Table - Hazard Approach

TE

H-1

@ividual SRM Tasks

Task #

Thread

TE-1

1

H-1>TE-1>UC-1

H-1>TE-1>UC-2

H-1>UC-3

TE-2

ni~hwWIN

H-1>TE-2 > UC-4

H-1>TE-2 > UC-5

1. HAZARD (H) Approach
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Brain-storming for specific H>UE>C threads

[J From a given Unsafe-Event (Top Event) -

2. TOP EVENT (TE) Approach

H1  —)

H2 —I) TE-1

H3  —)-

1

SRA Table - TE Approach

H TE
H-1
H-2 TE-1
H-3

ucC

ﬂndividual SRM Tasks

Task # Thread
B 1 |H-1>TE-1>UC-1
» 2 |H-2>TE-1>UC-2
» \| @ [re>mE1>UCs
N—
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Brain-storming for specific H>UE>C threads

[J From a given Consequence (Accident) -

H-1
TE-1 —*
SRA Table - UC Approach /Individual SRM Tasks \
uc TE H Task # Thread
H-2
TE1 H-1 = 1 |H-1>TE-1>UC-1
H-2 =) 2 |H-2>TE-1>UC-1
TE2 H-3 = 3  |H-3>TE-2>UC-1
e H-4 = 4 |H-4>TE-2>UC-1
TE-2 )
H-4
3. ACCIDENT (Ultimate Consequence) Approach
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« Each H>UE>C thread so identified by these 3
approaches will constitute one potential specific
SRM task

* Principal rationale for SMS-HIRM process - the
proactive and systematic identification of all credible
H>UE>C threads (pathways) to potential occurrences,
and accounting for their defenses

vvvvv

B
; .
a3 4
. .

HOEEE

4

m

Bl
L
7 -|E
?7.
ﬁﬁ
B 8
g
I I T
P
Bl
Ei-‘
I
338
8
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3. Ascertain Hazard’s viability for SRM action

« Hazard is of permanent/ recurring nature

« Cannot be effectively disposed or eliminated through
conventional corrective action

* Note severity (priority) level of the credible Unsafe-Event/
Conseguence

* SRM action is within your SRM Team or organization’s
domain and expertise

= Costs, benefits and resources consideration.
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* Annotate your specific Hazard description
In the SRM Worksheet, Table B, column 1

» Repeat the information in Table A, row 2

Hazard / Threat

[Describe the Hazard/
THreat here]

i

A e

1. AREA/ OPERATION/ EQUIPMENT: 4_]

[

3. UNSAFE EVENT [UE]:
4. ULTIMATE CONSEQUENCE [UC]:

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



- _  If Unsafe-Event/

£ 2 Consequence information is

£ 5 part of hazard report,

: = annotate in columns 30 & 59
- as appropriate

§ - z - % ¢s = Repeat the information in

g s = $27 TableA row3&4

g

1. AREA/ OPERATION/ EQUIPMENT:

A

( 3. UNSAFE EVENT [UE]:
| 4. ULTIMATE CONSEQUENCE [UC]:

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



4. Project Unsafe-Event / Consequence

 Where Unsafe-Event / Consequence information is not
already available within a given hazard report, proceed to
project (envisage) the Unsafe-Event / Consequence as
appropriate

* Annotate this projected UE/ C information in their
respective columns (30 & 59) as indicated in preceding
slide

* Where multiple combinations of related H>UE>C threads
are being identified, each specific thread should be
captured as a potential parallel SRM task

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



Verify H>UE>C correlation

« Ensure there is pertinent correlation between the Hazard and its
projected Unsafe-Event/ Consequence

* Verify that defences are viable between the H>UE and UE>C
escalation paths

‘ AU W N
Aircraft
. operations:

(™ n n ™
EEgtams B |
(Threat) rodent
m N-PC1 (New infestation: E-RM1 E-RM2
(Existing Preventive Top Event ] (Existing (Existing
Preventive Control) (Unsafe- Recovery Recovery
Control) /1 Event) Measure) Measure)

EF>N-PC1 [ ™ \ ™ - EF>E-RM1
(Escalation H H (Escalation
Factor) EC>EF>N-PC1 EC>EF>E-RM1 Factor)
(Escalation (Escalation
Control) Control)
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Risk Mitigation -
Hazard > Unsafe-Event
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Risk Mitigation between Hazard to Unsafe-Event

Account for defences to mitigate between a Hazard and its
projected Unsafe-Event

\

y A 2 [ 3] a [s5] 6 [7] 8 o ]1o]ua] 12 | 13 [1a15]16] 17 [18[19] 20 [21]22] 23 ] 2a [25] 26 27 28] 20 | §
Unsafe Event Mi n (as T
= Existi ontrols [ RI New Preventive Controls [N-PC RI&T Existing Recoven E-RM] RI&T New N-RM] RI&T
e A 5 e - P
£ | s g = - g |s g g = | g |s § g = = g |s - & 3 5| 2 |3
= 2 b1 - 3 |8 & = - I bl - 5| 8 & S |E| | @ 3 T8 i S |2 . 2|8 @ 5|8 5 3 2
> g5 8 g ENN= 5 £ = gl g|g & 2| = 5 AR E|s sli= 5 E |z| 288228 |a|lBE=|2|2|e|E| £ £ 5| £
=g & 3 5|2 g HEERE AR A 2 5| 2 g t |E|5| = 2| & 52 2| 2 |2|s|gd2|s|8|fsg HEIHEIR: 5 |2|3
T |2| 3 4 5|3 2| 8 |2|8|2| 2|5 i 23 S| 8 || E)El:z.|5|3% g 23 |08 |2 EEYs |25 2glE|8| s ¢ |E|E
g§|al| E K 2 | E 2 < = | 2|15| 2|E K 2| £ 2 < < s| 2| SN2 2| E s 2| £ 2| s = 2|8l 2| E|<[8=5°|2|E|lals S § 5|3
e Tl2| slalz g§ls|el2] £ 2 2(°|8|2lgla| 2 gls|lel2]| 2 g | 3| * 53 2| elalf glole|2| 2 2 b B s - w g e S| % k 2"
S22 |8|8|8|&|2|E|8| 5| ¢ |= 138|218 8|8|&|2|E|2] ¢ 5 | & Y E|2|R|3g3|&(2|E|18| | & |° <= £l & 3 |e
- o~ o < v |8 ~ o o | = & ) | e e | & wo |8 |~ e o | = & & el o o < (b El 6 |~ | |a | = & & « ~
s lera EFE |ECSERSE- N- EF>N- |ECSEF>N. E EFE- [ECoEFSE- o EF>N- [ECSEFSN- <
2 - pc1 pc1 pc1 |pct B drm Rm1 |rm RM1 [RM1 g
§v g 1 g%
ITs e r>e- |ECoEF-F- N- EF>N-  [ECoEFoN = e EF>E- [ECHER>E- o EF>N- |ECoEF>N- S g £
E-= pc2 pc2  [pc2 pc2 pc2  |pc2 = rm2 e Rm2 (Rmi2 s g
g g 2 2 2383
£ £ € e [ECERE N- BN [ECEN g e e [EGERE TN [ECEPN- 5 e g
g = pes s lrcs pes | e ees 3 s aws_|rwis s [rws g9
s £ EF>E. |ECoERSE- EFoN- [ECoEron < e EFE [ECEFE EF>N- |ECHEFSN- Sz
Pca pca Pca Pca Pca RM4 RM4__|RM4 RM4__|RM4 >
of Existing Preventive Controls [E-PC] iption of New Preventive Controls [N-PC] of Existing Recovery Measures [E-RM] iption of New Recovery Measures [N-RM]
e N-pC ERm1: NAMI:
erepcL: EFN-PCL ErERMIL EF>N-RWIL
ECERE-PCL ECoEF>N-PCL ECoEFERML: ECSEF>N-RMIL
epc2: npez: ERma: NAm2:
Erepcz Eron-pCz ErERMZ EF>N-RWZ:
ECErEpcz: ECoEr>N-PC2 ECoEr>ERMZ: ECSEF>N-RMZ.
pca: NpCa: RS [ETE
Er>e-pca: EFoN-PCa: EFoE-RMS: Er>N-RMS:
ECEFE-PCS ECoEF>N-PCS ECoEF>ERM: ECSEF>N-RMS.
Epca: ERMa N-Rma:
Er>e-pca: Er>ERMA Er>N-RMa:
ECEFsE-PCa ECoEF>ERMA ECoEFoN-RMA
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Preventive Controls* (PC) [H>UE]

« A mitigating action or defense to block or prevent a Hazard/
Threat from escalating into an Unsafe Event

« Existing PCs refer to current/ known/ established PCs
which are already in place before the current SRM exercise

= New PCs refer to new/ additional/ modified PCs being
recommended, proposed or which will be put in place as a
result of the current SRM exercise.

- *HIRM Wsht Basic, Sheet 2, item 7

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.
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Customize Preventive Control categories

10 Categories _ _
[1 Customize PC categories to

1. Emergency Procedure suit the organization’s

2. Backup System aviation sector and

3. Abnormal Procedure operational context

4, SOP

5. Duplicate Inspn Examples —

6. GM v" NOTAM (aerodrome service
7. Process Approval provider)

8. Personnel Approval v AFOP (airworthiness & flight
9. TRNG operations procedures)

10. Others

v' SRG-PP (SRG - Policy &
Procedures); etc

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



Additional guidance on meaning of each PC
category is within its “Comment” flag

. . . =
Existing Preventive Controls [E-PC
R | k| b | '1 '1 '1 '1 b | b | k|
8 w ~
= 5 Standard Operating — O
<z k5 Procedures eg Flt w, =
o e 8 C o - - e
= T O rew Operating [ 5
> | 2| & Manual, Maintenance = S
gC)D 2 e Control Manual, 2 "é LS)
o S o o RS,
- 2 S N Company Procedures < = =
£ © ¥ @) Manual, etc '®) 2 S
L an) < v S o O
— ~ ™ < — D 9
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5. Identify Existing PCs (E-PC) [H>UE]

 ldentify all Existing PCs that are pertinent to the specific
Hazard > Unsafe-Event scenario (combination)

« Go through the PC categories systematically (from
category 1 to 10) to guide the SRM team in their search for
E-PCs

* |dentified E-PCs that are outside of the indicated categories
shall also be captured accordingly and annotated under
“Others” (new PC category column can also be added if
necessary)
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Existing Preventive Control identifier code

Assign an identifier code to each Existing PC
Example:
“E-PC1” = Existing Preventive Control No. 1
“‘E-PC2" = Existing Preventive Control No. 2.

Copyright © 2015 Civil Aviation Authority of Singapore. All rights reserved.



« Annotate the identifier code of each Existing-PC in the
relevant E-PC category column, as illustrated here

= Each additional E-PC shall be annotated on a new row

Existing Preventive Controls [E-PC]
o () —_ 1 2 | 3] a[s5] 6|7 8 o] 1] 12 [ 13 [14[15[16] 17 [18[19] 20 [21[22] 23 [ 24 [25] 26 | 27 |28 29 | 30
-g 5 © Iy B - >>> Unsafe Event Mitigation (as appli
8 '8 C_U B [T — = r Existing Preventive Controls [E-P RI&T Nﬂv Preventive Controls [N-PC RI&T
c > < — 3 o ( @ _ © _ E
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— N ™ < n o ~ o) <)) A L L % 3 E erfe  |ECoER-F- N EF>N-  [ECSEFSN % E
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>E- 1 E. EFJE-  |ECSEF>E: N EF>N-  [EC>EF>N S5
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E PC1 Pcl Pcl é \\ E- f>E- EC>EF>E- EF>N-  [ECSEF>N{ 25
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Existing Preventive Controls [E-PC]

t] e _ 1 « Annotate the description of
Flel B sl |28 5| each Existing-PC in the
1HRHE AR “Description of E-PCs” table
HHEEHHERHHE (below the E-PC columns)
o + Example of E-PC1 description

[; ) e below:

| il < b
vca A Description of Existing Preventive Controls [E-PC]

b Description of Existing Preventive Controls [E-PC] N

/E_m: % ] \ -PC1: Flight, cabin and maintenance personnel are
EF>E-PCL: | ormally expected to report any rat sightings
EC>EF>E-PCL: ithin an aircraft[[Crew SOP 3.5] ]

A

epc2: <, ]
EF>E-PC2:
EC>EF>E-PC2:

A
E-PC3: ¢ '

EF>E-PC3:

= Annotate documentary
= y references alongside each

g pcn ~ existing preventive control’s
description
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Escalation Factor* (EF) [EF>PC]

* Possible deficiency or latent factor/ condition which may
weaken the effectiveness of a Preventive Control

» Use where applicable only
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« Escalation Factors are secondary issues or deficiencies
that may compromise the integrity of a PC

= |f not mitigated for, an Escalation Factor may impact the
barrier strength of a Preventive Control

Existing Preventive Controls [E-PC]

b | k| N
£ 2 - o
g = = | 2 =,
O (O] —
S | | 8 S s | a o
>l 2| = = o | I @ o
c A @© (] < [} w o
o o | E ® v = o c c
0 =1 5 o= o o o .© .8
o 7 8 a - O a (ZD f, = ]
S @ o (@) 5 |2 o o | x | O = =
wi o} < n o ) a a = . 3 3
a o o o o o o o o (@) " 0

/

E-PC1 Escalation Factors EF>E-|FCoEF>E-
are secondary PC1  pcl
issues or

E- deficiences that EF>E-  |FC>EF-F-
PC2 may compromise PC2.pC2
E- integrity of a PC. EF>E-  |[EC>EF>E-
PC3 Pc3  |pc3
E- EF>E-  |[EC>EF>E-
PC4 pca  |pca
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6. Identify Escalation Factors (EF) [EF>PC]

« Examine each Existing PC for any credible or known
Escalation Factor

= Assign an EF identifier code to each identified Escalation
Factor. Example:

“EF>PC1” — Escalation Factor affecting Preventive Control No. 1
“‘EF>PC2” — Escalation Factor affecting Preventive Control No. 2
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Annotate the EF identifier code in the Escalation Factor
column of the affected PC’s row

Existing Preventive Controls [E-PC]
- ¥ 3 r )
8 S — > L w P 3 R 0 N N 5 Y N Y Y P N P T R
o @ © o w — 535555555555555> 555555555 >>55>>>>>> Unsafe Eent Mitigation (as applicable) >>3>>>555>>5555>>5555>5555>>5555>>5>
o = Q = 3 a o o
a Q = n = Q. 8 +=
~ e a c 2 < O 5
o | 2| © v < | © L O
T a IS ‘Es’ v s 4 c c i
&D > ’6 = 8 o o o 9 9
22| S5|a5|2|=s|8|5|2|8| = | =
L o) < ) =) G] a a Flg 3 S | i YrrrrrrErTEEe | T e e
< ~ m || »v |6 N © | o | = G i
E-PC1 > EF>E- |EC>EF>E- _
l PC1 PC1
N1
E- EF>E- |EC>EF-F- < /
PC2 PC2 PC2
E- EF>E- EC>EF>E-
PC3 PC3 PC3
E- EF>E- |EC>EF>E-
PC4 PC4 PC4
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Escalation Control (EC) [EC>EF]

A mitigating action or defense to block or prevent an
Escalation Factor from compromising or weakening a
Preventive Control

= Use where applicable only
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« Escalation Controls are secondary = Where an existing
controls put in place to mitigate EC is not available
against an Escalation Factor, for a given EF, an
where applicable appropriate EC

should be

Existing Preventive Controls [E-PC RI&T . .
; SRS = considered during
??3 % © TBU i % 3 b t
Sl 8| 8| |2 = | 2 |22 subsequen
s 32| 2| |23 L G A evaluation of New
g | 2| E 8 2 | E 2l s s [|£]s
8 | 2| 2 |al = S| 212 |s]| ; B 21" .
ElE(2|8 5|38 |8|E|8| A & | Preventive
G |la|l o |lg]|l vl N |6 ]|a |3 % 4
E-PC1 Escalation Controls| EF>E- |/EC>EF>E- CO ntro IS
are secondary PC1 PC1
controls put in
E- place to mitigate EF>E- ||EC>EF-F-
PC2 against an PC2 PC2
e Escalation Ifactor, ek ||EGEFSE.
PC3 where applicable. PC3 PC3
EF>E- EC>EF>E-
PCa PC4 PC4
N/
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/. ldentify Escalation Controls (EC) [EC>EF>PC]

 Examine each Escalation Factor for any credible or known
Escalation Control

= Assign an EC identifier code to each identified Escalation
Control. Example:

“EC>EF>PC1” = Escalation Control for EF affecting PC
No. 1

“EC>EF1>PC2” = Escalation Control for EF No. 1
affecting PC No. 2
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Annotate the EC identifier code in the Escalation Control
column next to the relevant Escalation Factor

Existing Preventive Controls [E-PC] it g Mo —
2z ) 7 \ YV N g i
5 g _ -
© —
k5 = = | 3 L )
IS 3 C > — — e~ s
e E 8 o (@] Q. B 8 E 1 [pa
o 2 T 2 s | & = 2 o e
5| 2| 3 . g | 5 © S . Sl
g n @© Q < Q LL (@) - \ - oe Eﬁ:ﬁ} [[[[[[[ a
- c 17,
g Q E © & c o c [ A . —
21 2| s 2 8 |6 || 8] ¢ S
2|E| 5|5|cs|s|c|5|z|8| = 5
L @ < 8 () U] a & |°_C S S ]
— ~ ) < LN © ~ 00 o)) — v 9
E-PC1 EF>E- EC>EF>E-
PC1 PC1
J N\ J
E- EF>E-  |EC>EF-F-
PC2 PC2 PC2
E- EF>E-  |EC>EF>E-
PC3 PC3 PC3
E- EF>E- [EC>EF>E-
PC4 PC4 PC4
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Risk Index

* Risk Index* refers to the combined Likelihood & Severity
values of an Unsafe Event or Ultimate Consequence, as
projected from an identified Hazard.

= Assessment of Risk Index takes into consideration the
robustness of an Unsafe-Event’s or Consequence’s barriers
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8. Assess Existing Risk Index of Unsafe-Event

.  Determine Severity value of Unsafe-Event based on
Severity Table [Sheet 5]

Ii. Determine Likelihood value of Unsafe-Event, taking into
consideration the strength or robustness of the Existing
Preventive Controls

lii. Determine Existing Risk Index of Unsafe-Event based on
Risk Index>Tolerability table [Sheet 7/8]
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I. Determine Severity Value of Unsafe-Event

Sheet 5: Severity Table (Basic)

Level Descriptor Severity Description
1 Insignificant [No significance to aircraft related operational safety.
. Degrade or affect normal aircraft operational

2 Minor
procedures or performance.
Partial loss of significant/ major aircraft systems or

[ 3 Moderate ) 8 / maj y . J

result in abnormal F/Ops procedure application.

4 Maior Complete failure of significant/ major aircraft systems or

J result in emergency F/Ops procedure application.
Catastrophic |Loss of aircraft or multiple lives.

Example — Severity Value 3 (Moderate)

Note: Assessment of severity level should take into consideration any
PCs which may lessen the severity level of an Unsafe-Event
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1. 2. Determine Likelthood Value of Unsafe-Event

Sheet 6: Likelihood Table 07-Jan-14
Level Descriptor Likelihood Description
E Certain/ frequent Is expected to occur in most circumstances.
i D Likely/ occasional Will probably occur at some time. |
C Possible/ remote Might occur at some time.
B Unlikely/ improbable  |Could occur at some time.
A Exceptional/ impossible {May occur only in exceptional circumstances.

Example — Likelihood Value “D” (Likely/ occasional)
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. Determine EXxisting Risk Index of UE

Risk Index of our UE, based on a Severity value of “3” and
Likelihood value of “D”, is “3D” (Moderate)

Sheet 7: Risk Index Matrix (Severity x Likelihood)

<<< 07-Jan-14
- Severity

Likelihood 1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic
A.
(exceptional/ Negligible (1A) Negligible (2A) Moderate (5A)
impossible)
B.
(unlikely/ Negligible (1B) Moderate (4B) Moderate (5B)
improbable)
C.
(possible/ Moderate (3C) Moderate (4C) High (5C)
remote)
D.
(likely/ Moderate (2D) [Moderate (3D) ] High (4D) Extreme (5D)
occasional)
E.
(certain/ Moderate (1E) | Moderate (2E) High (3E) Extreme (4E) Extreme (5E)
frequent)
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Annotate the UE’s Existing Risk Index in the Existing Risk
Index & Tolerabllity column (14 & 15)
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9. Identify New Preventive Controls (N-PC) [H>UE]

 New PCs will need to be considered whenever an Existing Risk
Index value is deemed not acceptable/ tolerable

 Identify New PCs as well as consider possible enhancement of
Existing PCs

» Look for New PCs that are pertinent to the specific Hazard >
Unsafe-Event scenario

« Go through the New PC categories systematically (from category
1 to 10) to guide the SRM team in their search for New PCs

= |dentified N-PCs that are outside of the indicated categories shall
also be considered accordingly and annotated under “Others”
(new PC category can also be added if necessary).
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New Preventive Control identifier code

Assign an identifier code to each New PC

Example:
“N-PC1” — New Preventive Control No 1
“N-PC2” — New Preventive Control No 2
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 Annotate the identifier code of each New PC In the relevant
N-PC category column, as illustrated here

« Each New PC shall be annotated on a new row

- I 1 2 [ 3| 4 [s] 6 [7] 8 [9ofaofaa] 12 [ 13 [14]15]16] 17 [18[19] 20 [21[22] 23 [24 [25] 26 | 27 [28] 29| 30
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New Preventive Controls [N-PC] . .
T Je _m 1 - | Annotate the description of each
Slsld| 15| |3 = | £ | New PC inthe “Description of
sl 120 1% :|<|E| £ & | N-PCstable (below the N-PC
sl &|2|2|3|5|&|&8|E|S| 5 | &
Slalslélalelnlaslals 8 & COIUmnS)
N EF>N- |EC>EF>N-
i i e Example of N-PC1 description
vez e e | below:
N- EF>N- [EC>EF>N-
e Jeor] @
pca  [pca Description of New Preventive Controls [N-PC]
Description of New Preventive Controls [N-PC]
Y - : ~ N-PC1: SOP to be put in place to require flight
EoNPCl | crew and maintenance personnel to report rats
- sighting within aircraft cabin[(FOP 3.2;SOP5.1) |
N-PC2: Ve ]
TN l Annotate documentary references
gEvees - alongside each existing preventive
T control’s description
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10. Identify Escalation Factors (EF) [EF>N-PC]

 Examine each New PC for any credible or known
Escalation Factor

= Assign an EF identifier code to each identified Escalation
Factor. Example:

“‘EF>N-PC1" — Escalation Factor affecting New Preventive Control
No 1

“‘EF>N-PC2" — Escalation Factor affecting New Preventive Control
No 2
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Annotate the EF identifier code in the Escalation Factor
column of the affected N-PC’s row

New Preventive Controls [N-PC]
o

Hazard / Threat

1 2 [3]a 56 7] 8 [ofwo]u]l 2] 13
>>>>> >>

Hazard/

re]

[Describe the

THreat her
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5| 2| 8|la|lB|s|8]| 22|58 8 | %
El 82|23 |c|&| &|gE g s 3
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N- < > EF>N- |ECSEF>NA
PC1 PC1 PC1
|
N- EF>N- |EC>EF>N-
PC2 PC2 PC2
N- EF>N- |EC>EF>N-
PC3 PC3 PC3
EF>N- EC>EF>N-
PC4 PC4
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11. Identify Escalation Controls (EC) [EC>EF>N-PC]

 Examine each Escalation Factor for any credible or known
Escalation Control

= Assign an EC identifier code to each identified Escalation
Control. Example:

“‘EC>EF>N-PC1” — Escalation Control for EF affecting N-PC No 1

“‘EC>EF1>N-PC2" — Escalation Control for EF No 1 affecting N-PC
No 2; etc
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Annotate the EC identifier code in the Escalation Control
column next to the relevant Escalation Factor

New Preventive Controls [N-PC] 8 2 3y T 3 a1 m W
‘ ) »»>»>>»>>>>>>>>>>>>>>>>>‘:>[>T;Z>]>UnsafeEVEMR':'MI ion | ‘N’:\P'e R
et (0] — £ g | g
35 — — —_ U 2 2 H
S =) g g
3 2 T| 8 g
°o| | 8 s 5| o = 2
= | 3| & a a| & 2 £
| & | & < 8| < S 5
1l | ® ) < | o w o L R I N R (e
) € © ) = & c c
w| | = o v | < @ o o
g | ¥ |2 a 1 3192 || = =
c o Q. o = p~4
S s |a|o > | =] 8 0] x | O = =
Wlae < |a|l B8 0|lala |k |5 3 3
— N m | < o) o | N 00 o)} — G 9
N- EF>N- | [EC>EF>N-
PC1 Pc1 \|Pc1
N- EF>N- |EC>EF>N-
PC2 PC2 PC2
N- EF>N- |EC>EF>N-
PC3 PC3 PC3
EF>N- |EC>EF>N-
Pca  |pca
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Resultant Risk Index (of UE)

* Risk Index refers to the combined Likelihood & Severity
value of an Unsafe Event or Ultimate Consequence, as
projected from an identified Hazard.

= Assessment of Resultant Risk Index takes into consideration
an Unsafe-Event's Existing plus New Preventive Controls

1 2 [ 3] 4 |56 7] 8 | o 10]u1] 12 | 13 |14]15 |16] 17 | 18] 19] 20 |21 ]22] 23 | 24 | 25] 26 | 27 (T 78 29 | 30
SSSSSSSS5555555555555555555>>>>>>>>>> Unsafe Event Mitigation (as applicable) >>>>>>>>>>>>>>>>>>>>>>>>5>>>5>>>>>>> 8>
= Existing Preventive Controls [E-PC] RI&T New Preventive Controls [N-PC] RIj& T
-
o <4 o e o =
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T | |g|k z 5|2 g 8 |#|5|=|g|k E 5l 2 g | Ell2l5|%
> 1 a = o = © <) = © > 17 = = al| = © /5] ©
© 2 & © ) < (7} w (&) s|l&l & | = o < (7} w o 2 s 2]
i 17} £ ® A = 1o c c I I £ " a = 2 < c S 2 =3
(1} o = £ 3 @ < 9] <] <] S|l 8 |m| | = [$] o | S 9] S <] S S D
T |5 |2|2|s]s S22 |s| = 5 (2|7 e[ 2|2]|als Sl 212 5|r= 11 B
£ © o (o) =] = = o} 4 o = = & £ © -3 o) = = = o} = o = 4]
w @ < n o (G} a a = S o o w -] < " o (U] a a (= < o o o
— ~ o < wn © ~ 9 o | = Jid} i} — o o | < w 6| N oo =) — ii]
- EF>E- |ECSEF>E- N- EF>N- KEF N
S E-PC1 —
o PC1 PC1 PC1 PC1 PC1 o o
8 — T o
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cu _0:9 E- EF>E- |ECSEF-F- N- EF>N- [ECSEF>N o€
£ = PC2 Pc2  |pPc2 PC2 PC2 PC2 g E
v o 2 o
-‘g E E- EF>E- EC>EF>E- N- EF>N- |EC>EF>N S %
§ PC3 PC3 PC3 PC3 PC3 PC3 g Z
=) E EF>E- |ECSEF>E- EF>N- |ECoER| ==
PC4 PC4 PC4 PC4 PC4

- HIRM Wsht Basic, Sheet 2, item 15
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12. Assess Resultant Risk Index of Unsafe-Event

1. Determine Severity value of Unsafe-Event based on
Severity Table [Sheet 5]

2. Determine Likelihood value of Unsafe-Event, taking into
consideration the strength or robustness of the Existing +
New Preventive Controls

3. Determine Resultant Risk Index of Unsafe-Event based on
Risk Index>Tolerabillity table [Sheet 7/8]
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Determine Severity Value of Unsafe-Event

Sheet 5: Severity Table (Basic)

Level Descriptor Severity Description

1 Insignificant |No significance to aircraft related operational safety.

5 Minor Degrade or affect normal aircraft operational
procedures or performance.
Partial loss of significant/ major aircraft systems or

3 Moderate . 8 / maj ySte
result in abnormal F/Ops procedure application.

4 Maior Complete failure of significant/ major aircraft systems on

J result in emergency F/Ops procedure application.
Catastrophic |Loss of aircraft or multiple lives.

Example — Severity Value 3 (Moderate)

Note: Assessment of severity level should take into consideration any
PCs which may lower the severity level of an Unsafe-Event

- HIRM Wsht Basic, Sheet 5
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Determine Likelihood Value of Unsafe-Event

Sheet 6: Likelihood Table 07-Jan-14
Level Descriptor Likelihood Description
E Certain/ frequent Is expected to occur in most circumstances.
D Likely/ occasional Will probably occur at some time.
C Possible/ remote Might occur at some time.
B Unlikely/ improbable  |Could occur at some time.
A Exceptional/ impossible {May occur only in exceptional circumstances.

Example — Likelihood Value “B” (Unlikely/ improbable)
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Determine Resultant Risk Index of UE

Resultant Risk Index of our UE, based on a Severity value of
“3" and Likelihood value of “B”, is “3B” (Low)

Sheet 7: Risk Index Matrix (Severity x Likelihood)

<< 07-Jan-14
0 Severity

Likelinood 1. Insignificant 2. Minor 3. Moderate 4. Major 5. Catastrophic
A.
(exceptional/ Negligible (1A) Negligible (2A) Moderate (5A)
impossible)
B.
(unlikely/ Negligible (1B) Moderate (4B) Moderate (5B)
improbable)
C. :
Tl Moderate (3C) Moderate (4C) High (5C)
D.
(likely/ Moderate (2D) Moderate (3D) High (4D) Extreme (5D)
occasional)
(Ec,:ertain / Moderate (1E) | Moderate (2E) High (3E) Extreme (4E) Extreme (5E)
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Annotate the UE’s Resultant Risk Index in the Resultant Risk
Index & Tolerabllity column (28 & 29)

1 2 | 3] a4 [s5[6 [7] 8 [9o]]a1] 12 | 13 [14]15[16] 17 1819 20 [21[22| 23 |24 |25] 26 | 27 [28] 29 ] 30
R I & I SESSSO55555555555555555>55>55>>>>>>>>> Unsafe Event Mitigation (as applicable) >>>>>>>>>>>>>>>>5>>>>>>>>>>5>>>>>>>>>>
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Risk Mitigation -
Unsafe-Event > Consequence
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Risk Mitigation between Unsafe-Event to Consequence

= Same procedure as for preceding Hazard to Unsafe-Event

risk mitigation scenario

1 [ [ e 171 s [ o wo]aa] 12 | 15 J1a]1s [16] 17 [1s] 1] 20 [21]22] 23 [2a [25] 26 | 27 28] 25 ] 3
Unsafe Event Mitigation (as appli 5255552555555 255> V4
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* CBSV Methodology to assess Likelihood Value

“The main challenge of a SRM process is the methodology to assess the
Likelihood Value of an Event, in order to derive the Risk Index.”

“The likelihood of an Event’s occurrence (in relation to a specific Hazard)
Is directly related to the effectiveness/ robustness of its package of
Barriers/ Defences (between that Hazard and the Event) ”.

“The CBSV methodology is a process for the qualitative-quantification of a
package of Barriers’ consolidated robustness; and thereby correlating that
CBSV value with the corresponding Likelihood value”.

>>> SRM Excel Template
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SRM Excel Template_9Mar18_R3.xlsx

2018 SAA Courses incorporating HIRM Module

» Operational HIRM, 7-10 May, SAA (4 days)
» SMS Implementation, 2-6 Jul, SAA (5 days)
» SMS Implementation, 1-5 Oct, SAA (5 days)

» SSP Implementation, 22-26 Oct, SAA (5 days)
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Link to Download the HIRM Wsht

https://goo.gl/7m8al?2
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