Risk Management Modeling and Information Sharing Beyond Maintenance

Introduction to bowties and model thinking

Bowtie as a framework to measure performance and share information

Marko Krnji¢| CGE Risk Management Solutions
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What are we managing?
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Challenges

&' Sharing data and information
' Speaking a common and understandable language
L' Analyze differences and make well-founded decisions

' Maintain all information streams and keep data updated
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Are you in control?

&' Do you understand what can go
wrong?

L' Do you know what your systems are

Plan

-
-

to prevent this from happening? Act

Barrier

&' Do you have information to assure
they are working effectively?
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Bowtie Risk Analysis
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Bowtie In 8 steps
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Driver loss of
attention (due to
phone, controlling

radio, fatigue,

eating etc.)

Blowout (tire)

Scenario based story telling

Regular driving breaks

Tyre integrity system

Slippery road
conditions

ABS

Risk Management Solutions

Highway:

Losing control
over the car

Competence in
confined space rescue

External airbag

Roll-over protection

= Crash into deep
water resulting in
confined space

B4 1 o) o)

Hitting a
pedestrian/cyclist

Vehicle roll-over



Deficiencies with
Parts,
Components, POL

Use as framework and provide structure

m
i

m
i

Documentation

BEH Behavioural

Inadequately
trained,
unapproved
personnel.
Human Factors

Trained and
competent
personnel

BEH Behavioural

Appropriate
storage

Spares and
Repairs

A-HW Active
hardware

Receipt and
Return process

ST Socio technical

Available and
appropriate
tooling

Activity: AV-A-
Inv.01 - Check
availability / state
of tool
Responsible: FC -

Aircraft
l Maintenance at
CGE AIR

Maintenance
activity
produces a

issues

Flight crew
m m =
Trained and Management . Safety
Personnel HF Engaged Safety . Technical - .
competent Training Culture Leadersh_lp a_nd Reporting Process Reporting/Escalati
personnel communication

BEH Behavioural

Introduction of

H

BEH Behavioural

BEH Behavioural

BEH Behavioural

Activity: AV-A-T.06
- Human factor
refreshment
training
Responsible: TR -
Training Manager

H

ST Socio technical

H

on process

ST Socio technical

H

FOD into ac
during
maintenace
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Trained and
competent
personnel

BEH Behavioural

Personnel HF
Training

FOD Awareness
programme

Appropriate PPE

BEH Behavioural

BEH Behavioural

Activity: AV-A-T.06
- Human factor
refreshment
training
Responsible: TR -
Training Manager

Risk Management Solutions

Quality tool
control procedures

Housekeeping
process

BEH Behavioural

BEH Behavioural

non-
airworthy
Aircraft

Quality
Inspections

BEH Behavioural
Activity: AV-A-
Ins.01 - Visual
inspection cable
routing
Responsible: MM -
Maintenance
Manager
Activity: AV-A-
Ins.04 -
Maintenance
Inspection
Programme of
electrical cables,
insulation and
equipment
Responsible: MM -
Maintenance
Manager

Damage to
aircraft

m
e

m
e

Death or Injury

Quality
Inspections

BEH Behavioural
Activity: AV-A-
Ins.01 - Visual
inspection cable
routing
Responsible: MM -
Maintenance
Manager

Activity: AV-A-
Ins.05 - Visual
inspection cabin
safety
Responsible: FC -
Flight crew

Appropriate PPE

Emergency
Medical R

of Gr dcrew

h\\\
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Easier to see relations and weak spots

A B C D E
1 Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure
Driving a car / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med

Losing control over the car

Poor visibility (external)

Vehicle roll-over

height

Roll-over protection
Seatbelt
Slip recovery competence

VS

Intoxicated
driving

m

m

m

Crash into other

=

=

vehicle or

=

Forward collision
warning system

Slip recovery
competence

motionless object

Crumple zone

Losing

Slippery road
conditions

m

m

m

control over

Defensive driving

the car

—

-

Driver impacts
internal of car

-

m

Wearing a seatbelt

Airbag

Poor visibility
(external)
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-

m

Adjust head rest
to appropriate
height

Defensive driving

—

Roll-over
protection

Vehicle roll-over




The next step

i’ Identify weak links and blind spots v
' Improve initial decision making v

" Take away borders — Communicate in the same language

L' Get the right information to the right person

L Receive relevant information ‘ B OWTi e
Server
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1. All information in one place

CGE
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Update or alter decision based on new information

Slippery road
conditions

Poor visibility
(external)

¥ CGE
s

Intoxicated
driving

Defensive driving

Risk Management Solutions

H

H

Losing

L

N

Forward collision
warning system

Slip recovery
competence

Crumple zone

Crash into other
vehicle or
motionless object

control over
the car

Wearing a seatbelt

Airbag

Vehicle roll-over

Roll-over
protection

Adjust head rest
to appropriate
height

Driver impacts
internal of car




Learn from incidents

——— H )| Crash into other
I H (-] vehicle or
— l motionless object
Driving a car d lisi Sii
) Forward collision ip recovery Used 15
Intoxicated warning system competence Crumple zone ::ci::nts
driving Used on 16
Incidents Used on 15 Used on 15 Used on 15 Consequence: 15
Used_ on 14 Top event: 16 Incidents Incidents Incidents
Incidents Failed: 0 Failed: 0 Failed: 0
Threat: 14 Missing: O Missing: O Missing: 15
Inadequate: 0 Inadequate: 15 Inadequate: 0
Unreliable: 0 Unreliable: 0 Unreliable: 0
Effective: 15 Effective: 0 Effective: 0

onditions || - =
Losing = = =
nil i ivi control over = H H
U:[s::lidoent: Defensive driving e oy D D : ?;;:?;;Tgfs:_
Threaﬂ Used on 13 Adjust head rest
Incidents Wearing a seatbelt Airbag to appropriate Used on 14
Failed: 7 height Incidents
Missing: 1 Used on 12 Used on 12 Used on 12 Consequence: 14
Inadequate: 0 Incidents Incidents Incidents
Unreliable: 5 Failed: O Failed: 1 Failed: 12
Effective: 0 Missing: O Missing: O Missing: 0
Inadequate: 1 Inadequate: 1 Inadequate: 0
I:I Unreliable: 9 Unreliable: 0 Unreliable: 0
Poor visibility ©; Effective: 2 Effective: 10 Effective: 0
(external) D
Used on 11 Defensive driving ~
Incidents Vehicle roll-over
Threat: 11 Used on 11
_ Incidents Roll-over Used on 9
Failed: 0 protection Incidents
Missing: 0 Used on 9 Consequence: 9
Inadequate: 0 Incidents
Unreliable: 10 Failed: 0
Effective: 1 Missing: 9
Inadequate: 0
Unreliable: 0
Effective: 0
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Intoxicated
driving

Slippery road
conditions

Defensive driving

R5-Q.12 n=4
| |
R5-Q.13 n=4

SA-Q.02:R... n=4

H

Poor visibility H

(external)

Defensive driving

R5-Q.12 n=4
]
R5-Q.13 n=4

|
SA-Q.03:R... n=4
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Losing
control over
the car

roactively

H

u u

rash into other

L

wvehicle or

L L

Forward collision
warning system

motionless

Slip recovery

Crumple zone
competence

S5A-Q.01 [ n=4
I

R5-Q.31 n=3

RS-Q.33 n=3 ‘ RS-Q.35 n=3
|

RS-Q.34 n=3

u u

(]I

—| Driver impacts
H H internal of

Wearing a seatbelt

RS-Q.38 n=3
I
RS-Q.37 n=3

R5-Q.36 n=3
I

SA-Q.02:R.. n=4

vehicle
Adjust head rest
Airbag to appropriate

height

R5-Q.44 n=3 ‘ RS-Q.32 n=3
I |

SA-Q.03:R.. n=4

I

Roll-over
protection
RS-.50 n=3
RS-Q.48 n=3
RS-Q.40 n=3
SA-Q.0Z: R n=4

I

Vebhicle roll-over
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Aeroporto di Verona

Aerolineas Argentinas

Afrigiyah Airways

Air New Zealand

Air France

Airways New Zealand

Air Service Gabon

AirTanker Services Limited

Alba Servizi Aerotrasporti SpA
Alidaunia srl

American Airlines

Amsterdam Schiphol Airport
ArkeFly

Ascent Flight Training

Avinor

Belfast City Airport

Bergamo airport

Bizjet Aircraft and Helicopters Management
Boeing Defense UK

Bristow Helicopter

Britair France

British Airways

Canadian Base Operators
Caverton Helicopters

Changi Airport Group

Civil Aviation Authority UK

Civil Aviation Authority Singapore
CASA - Civil Aviation Safety Authority
CHC Helicopter

Christchurch International Airport
Corendon Dutch Airlines
COCESNA

Delta Air Lines

DGAC

Emirates Airline

Risk Management Solutions

E.N.l. Servizi Aerei SpA

ERA Helicopters

FAA

Finnair

Finnish Commuter Airlines
Finnish Transport Safety Agency
Flair Air

Flight Safety Foundation
Freebird Airlines

Genova Airport

Hainan Air Group

Heathrow airport

Helibarra Taxi Aéreo
Helicépteros Marinos S.A.

Hong Kong Civil Aviation Department
HOP Brit Air

Italfly

Irish Aviation Authority

Japan Airlines

Jayrow Helicopters

Jazeera Airways

JetStar

Kelowna Flightcraft

KLM Royal Dutch Airlines

KLM UK

Leonardo Helicopters

Liverpool Airport

London City Airport
Luchtverkeersleiding Nederland
Malaysian Airlines

Manchester Airport

MHS Aviation

Milano airport

Military Aviation Authority UK
National Helicopter Services Trinidad & Tobago

Nayak Aircraft Services

Noordzee Helikopters Vlaanderen
Norwegian Air

Norwegian Air Shuttle ASA
Norwich Airport

Oman Air

Pegasus Airlines

Pellissier Helicopter

Perth airport

Petrobras Aviation

Praxair

Qantas

Royal Australian Air Force Australia
Royal Air Force UK

Royal Netherlands Aeronautical Association
Ryanair

SFS Aviation

Shell Aircraft International
Singapore Air Transport Training College
Sirio SpA

Skyline Helicopters

SkyWest Airlines

SmartLynx Airlines

Taxi Aéreo - Lider Aviacao

TFC

Torino Airport

Toscana Airport

Turin Airport

Turkish Airlines

UK Air Accident Investigation Board
Urzad Lotnictwa Cywilnego - CAA Poland
Vancouver Island Helicopters
Venice Airport

Verona airport

World Food Programme



Military Aviation Authority UK

A 6 year journey towards learning from incidents

Aircrew have a low|—
awareness of

conflicting traffic

=

-

-

Limitations of
lookout (not 360 or

100% of the time)

-

-

H

2

-

-

-

BO01 Maximises
aircrew’s view from
canopy/window

BOO7 Maximise
aircrew's ability to
keep eyes out

B142 Aircraft is made
conspicuous by
electronic means

B207 Application by
aircrew of effective
CRM

Used on 47 Incidents

Used on 33 Incidents

Used on 1 Incident

Used on 13 Incidents

Failed: 20

Failed: 18

Missing: 1

Missing: 0

Inadequate: 23

Inadequate: 14

Effective: 6

Effective: 2

-

]
-]

Failed: 0 Failed: 7
Missing: 0 Missing: 0
Inadequate: 0 Inadequate: 4
Effective: 1 Effective: 2

2

Q

-

-

-

-

-

-

=

2

B201 Aircrew conduct
effective lookout
scanning technigue

Used on 37 Incidents

Failed: 42

B107 Airborne
collision avoidance
system fitted on
aircraft and used
effectively by crew

B127 Other onboard
system for identifying
conflicting traffic

Used on 13 Incidents

Missing: 0

Used on 65 Incidents

Failed: 3

B123 Suitable inter-
aircraft
communications are
available and used by
crew

Inadequate: 14

Failed: 3

Missing: 9

Used on 31 Incidents

Effective: 6

Missing: 57

Inadequate: 1

Failed: 22

[+]

Inadequate: &

Effective: 0

Missing: 4

Effective: 2

Inadequate: 3

Effective: 4

i B210 ATC Adherence B223 Aircrew react
c?:z:'rjgc?::iddl?il::lry B113 ::i’gﬁcsrgif‘;md to to procedures and appropriately to ATC
informationto air crew policy Tl
Used on 24 Incidents Used on 8 Incidents Used on 10 Incidents Used on 19 Incidents
Failed: 7 Failed: 1 Failed: 6 Failed: 11
Missing: 5 Missing: 3 Missing: 0 Missing: 1
Inadequate: 6 Inadequate: 2 Inadequate: 2 Inadequate: 4
Effective: 6 Effective: 3 Effective: 2 Effective: 4
[+

Mid-air collision:
Military aircraft
operatinginclass G
girspace

Loss of safe
separation with
another aircraft

or UAS

¥ CGE
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Structured analysis of occurrences in BowTieServer

B Single reporting system ASIMS
B Circa 15,000 reports per year
B Data is imported into BowTieServer using SIR

B Occurences are analysed and linked to 200+ BowTies

Military Aviation Authority
—_—



Scenario-based Inicdent Registration

4. Performance details of safety measures

Jarrier 1 of 3

Maonitor and adhere to weather criteria and stop lift if limits are exceeded -&
= 2 = 2 =

Rarriar 1 af 2
]

: : T Pool fire

|
= = = = =
S ATEX Policy ) )
I || o emotnaptey || caremenle, || consieiioma || SIS || e astcton syt | T |
iginition sources T =3
DES Design Philosophy SP Site Policy 55 Site Palicy PAS Passive Protection ER Emergency FD Fire Detection FS Fire Suppression
Fail 30% Fail 25% e Fail 25% s Fail 20% Fail 75%
(3 of 10) (2 of 8) (3.0 9) (2 of 8) Fail 33% (2 of 5) (3 of 4)
Failed: 3 Failed: 2 Faled—3 Failed: 2 (3 of 9) Failed: 2 Failed: 3
I C17 Flammable Missing: 0 Missing: 0 Missing: 0 Failed: 3 Missing: 0 Missing: 0
liquids in storage I Tradequate 0 Trad 5 Trad 5 Missing: 0 Trod 5 g —
Unreliable: 0 Unreliable: 0 Onreliabler 0 Unreliable: 0 ]"adE‘_“"’tE: 0 Unreliable: 0 Unreliable: 0
Effective: 7 Effective: 6 Effective: € Effect Unreliable: 0 Effective: 3 Effective: 1
— Effective: 6

Potential but not
reached: 9 I

= = e T onsite grouna
«{ comtamination or

" CGE
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=

impact into storage
vessel

for environmental spill

[Trained response team

valves locked closed

Plant layout - site traffic policy .
Threat: 1 Sufficient separation | |(speed limits, defined Crash Barriers at
from vehicles and routes) sen: @ areas
other hazards
DES Design Philosophy SP Site Palicy PAS Passive Protection TRG Training PAS Passive Protection
Fail 100% F“'ll 1?2% F:]’" :'T’ Fail 0% Fail 0%
(1 of 1) (Gl 3 i) (0 of 1) (0 of 1) (0 of 1)
Failed: 1 Failed: 1 Failed: 0 Failed: 0 Failed: 0
issing: 0 1s5ing o M'J“'"g: o Missing: 0 Missing: 0
dequate: 0 Inadeq 0 quate: 0 Inadequate: 0 Tnadequate: 0
Unreliable: 0 Unreliable: 0 Unreliable: 0 Unreliable: 0 Unreliable: 0
Effective: 0 Effective: 0 Effective: 1 Effective: 1 Effective: 1
& | TOTITg Tan e |access Tany
“Wind speed -Area restriction was
not set up

measurements were
ignored in order to
finish the lift

Top event: 20
1 =2 =2 =2 =2 Event: 2 -] - -]
Overfill of Storage |~
an 2 =] 2 2 ] = ] = = = uncontrolled release
from site outfall
Threat: 24 lCarryout ullage checks | | Tank level monitoring | | High level alarm with Independent High Emergency response Pumping leaking Level alarm on Secondary IAppropriate fire water _
. prior to import system with trending operator response level Trip system plan for environmental storage tank to secondary containment around Tertiary Containment runoff procedure / Potential but not
Event: & damage another containment tank (bunding) plan reached: 2
7 Ttori C e 5
rorenuras Pl Process Honitoring AL Alarms Instro ot ety ctem ER Emergency O Operating ALM Alarms PAS Passive Protection| [PAS Passive Pratection OF Operating
Fail 93% Fail 94% v Response Procedures T SiaaEs T Procedures
Eaiiogss (27 of 29) (32 of 34) Earlfase Fail 40% Fail 50% Fail 100%
(29 of 29) Failed: 22 Failed: 17 (15 of 31) Loss of A = ELIuiEe) LSloib) By I
Failed: 18 arled: ared: Failed: 10 Containment (4 of 10) (1 of 2) Failed: 1 Failed: 3 Failed: 3 (1 0f 1)
: Missing: 0 Missing: 0 : Failed: 2 Failed: 1 THissing: 0 Missing=0 Missing: 0 Failed: 1
Missing: 2 5 . = Missing: 2 —— — 9: 9: a: —
L 5 T 14 - Missing: 0 Missing: 0 3 — Tnad 1 T =1 Wissing: 0
Inadequate: 9 bl e Inadequate: 2 - - i -
e Unreliable: 0 Unreliable: 1 Srreiabie T Inadequate: 1 Inadequate: 0 Unreliable: 0 Unreliable: 0 Unreliable: 0 Inadequate: 0
nreiane: Effective: 2 Effective: 2 nrefiabe: Unreliable: 1 Unreliable: 0 Tractive: e Tver Unreliable: 0
Effective D Efectiveric ! Effective: 0 Effective: 5 Effective: 0
Effective: 6 Effective: 1
— ™
[ H Resnonse fails Poal fire spreads as
P bund not isolated
Secondary
containment drain




~=BowTie Groups
- . Loss of Control
1.1 Operation of Larae CAT Fixed wina aircraft (human performance) / Aircraft unintentionallv deviates from normal in-fliaht paramett
1.2 Operation of Large CAT Fixed wing aircraft in adverse environmental conditions / Aircraft unintentionallv deviates from normal in:
1.3 Operation of Large CAT Fixed wing aircraft experiencing technical failures / Aircraft unintentionally deviates from normal in-flight
= . Runwav Excursion
2.1 Larae CAT Fixed winq aircraft - Landing Operations / Inabilitv to make a stop within the expected landina distance requirement
2.2 Large CAT Fixed wing aircraft - Take-off and Landing Operations / Loss of directional control on the runwav
- %&I’:h_arqe CAT Fixed wing aircraft - Take-offf Departure Operations / Aircraft does not accelerate or take-off as expected
= SF 3.1 Large CAT fixed wing aircraft - Arrival or departure (aeneral) / Terrain separation deteriorating below normal requirements
3.2 Large CAT Fixed wing aircraft - Non-precision approach (especiallv in IMC or at night) / Terrain separation deteriorating below n
pr 3.3 Large CAT fixed wina aircraft - Precision approach in IMC or at night / Terrain separation deteriorating below normal requiremen
-ar 4. Runwayv Ihcursion
. ‘4.1 Large CAT fixed wing aircraft operating on the around in or close proximitv to the protected area of an active runwav / Incorrect
| n 4.2 Vehicles and/or personnel in or close to the protected area of an active runwav for larae CAT fixed wing aircraft / Incorrect prese
4.3 Large CAT Fixed winag aircraft - Take-off and Landina Operations / Incorrect presence of aircraft on runway

Larae CAT fixed winaq aircraft operations whilst airborne UK Class A airspace / CAT aircraft in close proximitv with another aircraftg
Large CAT fixed winaq aircraft operations whilst airborne UK Class G airspace / CAT aircraft in close proximity with another aircrat
Large CAT Fixed wina aircraft in the circuit area of a procedural (non radar) equipped aerodrome / CAT aircraft in close proximit—

A%rborne Conflict
2
3
G1round Handling
2
3

L Cr'"’
SE-

Loading operations for large CAT fixed wina aircraft at UK Aerodromes / Aircraft sianificantlv outside the operational mass and bz
Ground operations for large CAT fixed wina aircraft at UK Aerodromes / Sianificant around damaage undetected prior to aircraft c«
Cold weather conditions conducive to large CAT fixed wing aircraft contamination (on the around) / Aircraft commences take-off

Sl 2 Combustible materials in the carao compariment on large CAT fixed winag aircraft / Carqao compartment fire

{ U3 Fbuelll and combustible aircraft components for larae CAT fixed wina aircraft - external to the pressurised areas / Fire occurs exter_
mbrella

us ’_' '8.1 Human Factors / Activities not performed. or not performed to a safe standard

+- @ 8.2 Technical Factors / In-service technical equipment does not meet safe standard

+ @ 8.3 Environmental Factors / Dearaded safetv marain

the PIdyecrs I e maustiry. . e ey S

F
; 1 Alrcraft electrical svstems on larae CAT fixed wing aircraft / Hidden area fire becomes established
7.

@@mﬁ)@@ﬂ@@@m@@@mﬁiﬁ)@h@@@WG)@@N@@@—‘

https: //www caa.co. uk/Safetv Initiatives-and- Resources/Workmg with- |ndustrv/Bowt|e/

¥ CGE
s

Risk Management Solutions


https://www.caa.co.uk/Safety-Initiatives-and-Resources/Working-with-industry/Bowtie/

Conclusion

! Start small — Try to speak the same language through (a part of) the organization by
adapting certain models like bowtie.

" Create buy in — Fit processes and structures from the organization into the model.

' Quantify and enrich — Collect additional data sources and combine them all
together.

' Reach the right person — Use the available tools to reach the right person in the
organization and work efficiently by providing and gathering valuable information.

! Continuously improve — Use information of today to be safer tomorrow. Find weak
spots and fix them!

¥ CGE
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Questions?

= |BowTie glIncident
‘_ Server t‘l_ XP

g1BowTie 4] Audit
bl xp b xp

Please feel free to visit our stand to elaborate and see the tools in action.
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